
Many people choose to share personal sexual images with partners via mobile 
phone or other technologies. This practice is called sexting, and research sug-
gests that around one-third of older teens and well over half of young adults sext 
(Klettke, Hallford, & Mellor, 2014). Around 90% of sexters report that their re-
cipients have never distributed their images.1 But when people choose to share or 
post another person’s private sexual images without permission, this is a form of 
sexual violence widely known as revenge porn.

Victims of revenge porn report negative effects on their careers and ongo-
ing stalking, harassment, threats, and blackmail; as a result, they often have in-
tense feelings of fear, anxiety, emotional distress, depression, and shame (Citron & 
Franks, 2014; Lenhart, Ybarra, & Price-Feeney, 2016; Wolak & Finkelhor, 2016). 
Research has found that around 2%–8% of all adults report that someone shared 
their private sexual images without permission and a further 5%–6% have expe-
rienced threats to distribute images (Eaton, Jacobs, & Ruvalcaba, 2017; Lenhart 
et al., 2016). Rates of victimization are up to five times higher for women than for 
men (Wolak & Finkelhor, 2016). While networked digital media make this form 
of harm easier to commit and amplify the potential for damage, this phenomenon 
is not entirely new—for example, Hustler was successfully sued in 1984 for pub-
lishing reader-submitted nude photos of women without their consent (“Wood v. 
Hustler magazine,” 1984). 
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What’s known as revenge porn is better understood as sexual assault and in-
timate partner abuse in a new digital format: the victims are disproportionately 
women and girls and the perpetrators are often current or former male intimate 
partners who engage in a pattern of humiliating and dominating victims in order 
to control them. In general, sexual violence is a problem that emerges out of en-
grained cultural norms of masculinity that celebrate—or at least tolerate—sexual 
pursuit and aggression and the control and domination of women (e.g. Jensen, 
2007; Smith, Richie, & Sudbury, 2006). While some men reject these messages 
about masculinity, dominant gender norms teach men that they are entitled to 
sexual access to women’s bodies and that sexual intimacy is a prize to pursue and 
win—or even steal. This same sense of entitlement allows people to share sexual 
images of women without their permission.

This system of gender and sexual norms is so powerful and engrained that 
people routinely disbelieve and blame victims of many forms of sexual violence. 
Women in particular who are victims of sexual assault are seen as “asking for it” 
and are blamed for being out late, wearing certain clothing, or flirting with the 
perpetrator. In the same way, when a perpetrator distributes a woman’s sexual im-
age without her permission, many people blame her for creating the image in the 
first place. This response ignores the fact that the perpetrator deliberately chose to 
commit an act of harm and implies that he was entitled to sexually humiliate and 
control his victim. This chapter explains why what’s known as revenge porn is ac-
tually sexual abuse, examines the inconsistent and inadequate laws that exist in the 
US, and concludes by suggesting some legal, technological, and personal solutions 
that might help address this issue.

It’s Not Porn, It’s Sexual Abuse

Like pornography, image-based sexual abuse2 involves sexual images and might 
be used for sexual gratification, but what distinguishes the two is consent. While 
criticisms of pornography since the 1980s have questioned performers’ capacity for 
genuine consent3 and view pornography as violence against women (e.g. Dworkin, 
1981), it is vital to distinguish legal pornography from revenge porn. Producers of 
legal commercial pornography must maintain documentation of performers’ con-
sent to the production and distribution of images that depict them (Stoya, 2015). 
Though some producers exploit and manipulate performers, others are committed 
to fair labor practices (Taormino, Shimizu, Penley, & Miller-Young, 2013). So, 
using the term porn to mean exploitation is inaccurate because many porn perform-
ers do not see themselves as victims. At the same time, the term porn in revenge 
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porn also diminishes the harm and minimizes perpetrators’ actions by associating 
them with a commercially produced entertainment product.

A sexual privacy violation is better understood as a form of sexual and gen-
dered violence that can be motivated by a desire for power, control, and degrada-
tion. While some legal pornography offers fictional scenarios of sexual violation 
and humiliation ( Jensen, 2007), there is a lot of variety in commercial pornogra-
phy: some offers feminist, anti-racist, and queer representations of sexuality that 
model consent and safer-sex practices (Taormino et al., 2013). Sexual privacy vi-
olations, in contrast, are often motivated by an urge to harm and control victims. 
For example, thirty thousand members of the Marine Corps were members of 
a secret Facebook group for sharing access to sexual images of female Marines. 
Some of the images were shared without permission and others were also—even 
more egregiously—produced without the knowledge of those depicted. If these 
Marines’ goal was merely sexual gratification, the men could have shared widely 
available legal pornography. Instead, they chose to share images of people they 
worked with. As Cauterucci explains, “By violating their co-workers’ privacy and 
reducing them to sex objects, members of [this Facebook group] asserted power 
over the women in their ranks” (2017). In sharing—and even creating—sexual 
images of women without permission, these men seemed to take a disturbing plea-
sure in violating the sexual agency and autonomy of their female co-workers.

For some viewers, the violation, humiliation, and assertion of power over 
women is precisely what’s appealing about non-consensually distributed images. 
Emma Holten, a victim of nonconsensual image distribution, concluded that men 
found her sexual violation erotic, leading them to prey on her further by sending 
her threatening and harassing emails. She explains:

The realisation that my humiliation turned them on felt like a noose around my neck. 
The absence of consent was erotic, they relished my suffering. … My body was not 
the appealing factor. … I saw that my loss of control legitimised the harassment. I was 
a fallen woman, anyone’s game. What was I aside from a whore who had got what she 
deserved? (Holten, 2014)

The now-defunct website IsAnyoneUp.com (2010) is another example of the 
appeal of sexual violation. This website posted nonconsensual images collected 
from ex-partners and hacking, and displayed them alongside personal information 
about the victims to facilitate their harassment and humiliation. 

The circulation and demand for nonconsensual images can only exist in a 
context of slut-shaming and the sexual double standard. The sexual double stan-
dard describes the way that men are praised as studs while women are condemned 
as sluts for engaging in exactly the same kinds of sexual behaviors. This practice 
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of stigmatizing and criticizing women who are perceived as sexually active or ex-
pressive is known as slut-shaming. Men typically cannot be slut-shamed, but any-
one can be stigmatized for being perceived as gay or transgressing gender norms. 
Slut-shaming is particularly relevant for white women while women of color also 
contend with racist assumptions about their sexual passivity or aggressiveness. 
Langlois and Slane find that on websites that host revenge porn images, the vic-
tims are “framed as disgusting active female sexual agents, accused of being dirty, 
diseased, indiscriminate in choosing their sexual partners” (2017, p. 125). Indeed, 
the reason nonconsensual images are appealing to some people is because they sat-
isfy a desire to sexually degrade and humiliate others. Nonconsensual images can 
only satisfy that desire if sexual expression and victimization is seen as shameful 
for the victim.

Perpetrators who distribute sexual images also depend on a culture of 
slut-shaming to harm their victims. They can expect that their victims will proba-
bly be blamed and slut-shamed by friends, family, and employers and harassed by 
strangers on the internet. Indeed, the bystanders to a sexual privacy violation con-
tribute to the harm when they fail to respond compassionately to sexuality-based 
bullying in schools, when they fire victims from teaching positions, when they 
post nasty comments online, or even when they shrug and say, “Well, what did 
she expect?” In a few high-profile cases, teen girls have died by suicide after being 
photographed during sexual assaults at house parties, ostracized by peers, and let 
down by the adults in schools and justice departments who should have support-
ed them. Audrie Pott was 15 when she took her own life (Mendoza, 2013) and 
Rehtaeh Parsons was 17 years old (Visser, 2013). Gender norms mean that people 
can condemn women as sluts for exercising sexual agency and, even more tragically, 
shame and blame them for being victims of sexual assault. If bystanders didn’t en-
gage in this slut-shaming, the distribution of private sexual images would probably 
have far less power to harm.

It’s Not Revenge, It’s Sexual Abuse

In many cases, revenge porn is not about revenge but is instead a form of intimate 
partner abuse. Wolak and Finkelhor explain: “Many perpetrators appeared to be 
malicious current, former or would-be romantic or sexual partners who were deter-
mined to use their victims’ sexuality to humiliate, harass and control them” (2016, 
p. 53). In their study, 55% of victims who knew the perpetrator face-to-face said 
that the motive for threatening to expose images was to try to make the victim stay 
in a relationship (Wolak & Finkelhor, 2016). One 18-year-old victim explained: 
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I was in a controlling, emotionally abusive relationship and when I finally had the 
strength to break away I was still trapped by his threats to [distribute] my nude pic-
tures. (Wolak & Finkelhor, 2016, p. 8) 

In many cases, instances of privacy violations occur within relationships that are 
abusive in other ways as well: 78% of victims reported threats, stalking, and/or 
harassment for a number of weeks or months and 43% of victims were physically 
and/or sexually assaulted by the same perpetrator (Wolak & Finkelhor, 2016). 
Citron and Franks (2014) argue that the lack of legal attention to the issue of 
image-based sexual abuse echoes a history of trivializing all forms of gendered and 
sexual violence.

The term revenge frames the harm as the victims’ fault by implying that they 
did something wrong. As Jeong (2015) notes, the term implies that this kind of vi-
olation is a rational response to a personal slight or dispute and reflects an implicit 
assumption that the victim deserved the privacy violation, especially if they initial-
ly sent images to the perpetrator. As discussed above, it is a serious problem that 
perpetrators and bystanders alike view any evidence of women’s sexual agency—for 
example, choosing to create and share a sexual image—as a justification for sexual 
violation. One 19-year-old female victim of sexual abuse reported: “[My parents] 
told me I was a whore for doing anything like that online in the first place” (Wolak 
& Finkelhor, 2016, p. 41). Another 15-year-old female victim explained: “There 
was a lot of slut shaming. I had my phone taken away from me and was punished 
for sending the image. I was made to feel ashamed of my sexuality and it made me 
sort of give up on myself ” (Wolak & Finkelhor, 2016, p. 41). Research has found 
that both media representations of sexual privacy violations and people answering 
survey questions often blame the person who created the image in the first place 
rather than the perpetrators who chose to commit a privacy violation (Hasinoff, 
2015; Henry & Powell, 2015).

While the majority of victims report that they knew the perpetrator in-per-
son, in one study, 40% of victims said their only relationship to the perpetrator 
was online (Wolak & Finkelhor, 2016). In one case, a man tricked over 200 vic-
tims into downloading malware that gave him control of the victims’ computers, 
including all their files as well as their webcams, and then harassed and manipu-
lated them to send more sexually explicit images and videos (Wittes et al., 2016). 
Indeed, when victims were targeted by a perpetrator they knew only online, the 
perpetrator’s main objective was to get more images (Wittes et al., 2016; Wolak 
& Finkelhor, 2016). Though the internet gives perpetrators new ways to sexually 
exploit and victimize people, their motivations are likely similar to perpetrators of 
serial in-person sexual exploitation. In some cases, images are produced without 
consent, stolen, or coerced, including “recordings of a sexual assault, or upskirt 
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images, or from voyeurs” (McGlynn & Rackley, 2016). In one study, 45% of all vic-
tims reported that perpetrators obtained images without their consent, including 
from webcam recordings, stealing images from their phones, and hacking (Wolak 
& Finkelhor, 2016).

For a small number of perpetrators, the motive is not revenge, sexual grati-
fication, or power, but is instead profit: 9% of victims in one study reported that 
the perpetrator threatened to expose photos in order to blackmail them for money 
(Wolak & Finkelhor, 2016). Financial incentives are also a key motive for the 
distribution of private images. So-called revenge porn websites capitalize on sexual 
exploitation, profiting both from hosting the images for viewers and extorting vic-
tims for money to remove those images. One 17-year-old female victim explained: 
“I was able to click on my posts [on myex.com] and found a ‘remove my name’ 
link … the website said I had to pay thousands of dollars to remove my name” 
(Wolak & Finkelhor, 2016, p. 47). Langlois and Slane (2017) explain that revenge 
porn websites use trackers, pop-up ads, and links to paid pornography sites to gen-
erate profit from viewers. The reputation management industry also benefits from 
these violations because victims sometimes use their services to try to manage the 
fallout of a violation (Langlois & Slane, 2017).

Perpetrators sometimes share private images thoughtlessly—without consid-
eration for the effect on the victim but also without intentional malice or a goal of 
revenge. In one study, 79% of perpetrators said they only shared the image with 
friends and did not intend to hurt the victim (Eaton et al., 2017). Only 12% of 
perpetrators said that they shared images “because they were upset with the vic-
tim and/or wanted to harm them” (Eaton et al., 2017, p. 19). In this study, many 
perpetrators regretted their actions: two-thirds reported that they would not have 
done it if they had taken more time to think about it or if they knew how much 
it would hurt the victim (Eaton et al., 2017). The fact that many perpetrators say 
they did not see their behavior as intentionally malicious suggests they may have 
felt entitled to violate their victims’ sexual privacy without initially considering the 
potential for serious harm.

Legal Challenges

While there are new laws in some places to address image-based sexual abuse, 
they are inconsistent and often inadequate. For example, in some US states, some 
laws only cover someone publicly posting a private image rather than sending it 
to a third party; others only apply if the perpetrator knowingly intended to cause 
emotional distress. There is also no US federal law that exactly captures the specif-
ic crime of threatening to expose images in order to blackmail a victim to produce 
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more images or engage in some other sexual activity (known as sextortion), and un-
less the victim is a child, prosecution is erratic and typically minimal (Wittes et al., 
2016). In addition to criminal charges, victims of any age can pursue privacy and 
emotional distress lawsuits to try to collect damages. Some victims have success-
fully sued the perpetrators of image-based sexual abuse, but lawsuits are expensive, 
they can be futile if perpetrators are unable to pay damages, and they typically 
require victims to use their real names, risking further publicity.

Minors who experience image-based sexual abuse are in a particularly pre-
carious legal position because sexual images of a person under 18 years old could 
count as child pornography. On one hand, the harshness and inflexibility of child 
pornography laws means that underage victims who report that their sexual imag-
es have been shared or published can expect a response—police will often take the 
incident seriously and most US websites will quickly take down images. On the 
other hand, these same child pornography laws can also be used against victims. 
This is because it is illegal to create, send, or possess any sexually explicit images of 
anyone under 18—including images of oneself. Some states have made teen sex-
ting a misdemeanor or other lesser charge, but it generally remains illegal (Hinduja 
& Patchin, 2015). Current child pornography and sexting laws are so broad that 
a teenage victim of a privacy violation and the person who harmed them can both 
be charged with the same crime.

Even when reasonable laws exist, prosecutors sometimes blame the victims 
of sexual abuse rather than supporting them. In a survey of victims of privacy vi-
olations, some reported that when they approached the police for help, they were 
told that they’d committed a crime too. One 17-year-old girl wrote: “I feel really 
intensely angry that you can get in legal trouble for sending naked pictures of 
YOURSELF when under 18. You literally can be charged as a sex offender for it, 
which is so incredibly wrong because I was the victim. All that law does is protect 
abusers” (Wolak & Finkelhor, 2016, p. 52). While adult victims who created imag-
es of themselves cannot usually be charged with any crime, some victims describe 
being mocked and blamed when they reported the abuse to police. A 22-year-old 
female victim explained:

Police told me that it was my fault and to not do things like video chat in the future to 
avoid this happening again,” and a 20-year-old male victim had a similar experience: 
“The officer just said that there was nothing that could be done, kind of laughed at 
me, and told me to be more careful. (Wolak & Finkelhor, 2016, p. 51) 

In general, the application of all criminal laws against sexual violence has been prob-
lematic: people of color are disproportionally charged with crimes and ignored when 
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reporting victimization (Alexander, 2010), conviction rates are low overall, and the 
justice system rarely serves sexual assault victims’ interests (Daly, 2014).

Responding to Image-Based Sexual Abuse

If someone you know is victimized by a sexual privacy violation, respond with 
compassion and support rather than blame and sexual shaming. Like any sexual 
activity, sexting is risky, but that doesn’t make it wrong, deviant, or shameful. If you 
can, collaborate with your peers to develop strategies to resist slut-shaming and/
or homophobic reactions to the victim. Help the victim understand that they did 
not deserve to be a victim of a sexual privacy violation no matter what they shared 
consensually with whom. Help everyone understand that receiving private con-
tent does not give anyone the right—ethically and in some cases legally—to share 
that content with anyone else. If victims are being stalked, harassed, blackmailed, 
or otherwise harmed by the perpetrator, they can talk to a lawyer and report the 
incident to the police, but be aware that they still may not be offered adequate 
support or justice.

Victims of nonconsensual image distribution can also request that websites 
remove their private images. Starting in 2015, a number of social media web-
sites and search engines, including Reddit, Twitter, Facebook, and Google, began 
adopting policies to remove unauthorized nude or sexual images upon request. 
These new policies are a significant improvement, but it begs the question: why 
should any website allow nude images to be posted and circulated in the first place 
without the depicted person’s explicit and affirmative consent?4 As Stoya points 
out: “I think executives at these companies can do a little better than just allowing 
users to report violations of their updated terms of service: They should require 
proof of consent before a nude image is posted, period” (Stoya, 2015). After all, 
the legal pornography industry is held to much higher standards: producers must 
have documentation verifying that performers are at least 18 years old and are 
consenting to the production and distribution of their sexual images. Better laws 
could also hold websites responsible if they knowingly host content that violates 
privacy (Nunziato, 2012).

People can also advocate for policies that require companies to build better 
privacy protections into mobile phones and other devices (Cavoukian, 2009), such 
as having better default options for user-controlled digital locks on the content 
they produce. Currently, the laws and digital rights management systems pro-
tecting companies’ profit on the copyrighted media they produce are much stron-
ger and more effective than the protections for the private images individuals 
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produce—even when safety is at stake. While any digital lock is hackable, making 
these tools more widely available to users might at least help deter some of the 
more impulsive and thoughtless privacy violators.

Some victims of nonconsensual image distribution have fought back by go-
ing public about their abuse and raising awareness about this issue. Three years 
after an ex-partner distributed Holly Jacobs’ private images, she created the End 
Revenge Porn campaign to advocate for criminalizing this act of harm. Jacobs now 
runs the Cyber Civil Rights Initiative, which provides victims with information, 
support, and referrals to pro bono legal assistance. Emma Holten, discussed earlier, 
responded to her victimization by creating new nude images of herself on her 
own terms, and published one accompanied by an essay on consent. She explains 
that taking the new photos was “an attempt at making [myself ] a sexual subject 
instead of an object. I am not ashamed of my body, but it is mine. Consent is key. 
Just as rape and sex have nothing to do with each other, pictures shared with and 
without consent are completely different things” (Holten, 2014). While most vic-
tims choose not to risk further publicity, those that step forward can help people 
recognize the serious harms of this form of sexual abuse.

Social and legal changes could also help reduce the negative effects of the 
distribution of sexual images. As Jeong explains: “When a woman has her Google 
results bombed with nude photos and fake sex ads, she won’t pass a screening when 
she tries to get a job—because she’ll be mistaken for a sex worker. The solution … 
[is] to remove what bars a sex worker from getting that job” ( Jeong, 2015). Those 
barriers include unfair shame and stigmatization for women who appear to exer-
cise sexual agency—which includes both sex workers and those who choose to sext. 
Anti-discrimination laws protecting sexual expression could help prevent people 
from being fired for their sexual behaviors—or instances of sexual victimization, 
which are obviously unrelated to job performance. For example, a basketball coach 
was fired (and later reinstated after filling a grievance) when school administrators 
discovered a photo she had posted on her own Facebook page of herself in a bikini 
with her fiancé’s hand on her breast ( Jauregui, 2013). The larger social problem to 
combat is the sexual double-standard; if women were not slut-shamed, the tactic 
of distributing private sexual images to cause harm would be far less effective. 

One of the simplest and easiest things everyone can do is promote respect 
for digital privacy by always asking for permission5 before posting or sharing any 
photo of another person—especially if it’s a potentially private photo. Just ask: 
“Can I post this photo of you?” and respect the answer. Parents might also want to 
consider the messages they send about digital privacy if they routinely post pho-
tos of their children on social media without getting their permission, if they use 
surveillance cameras in their kids’ rooms, or if they install tracking apps on their 
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kids’ phones. Protecting one’s digital information and respecting others’ digital 
privacy are important new life skills everyone needs to develop. If we all commit 
to asking others for consent before distributing images that depict them—an easy 
act of human decency—we’ll be helping to build a culture of consent and respect 
for privacy online.

Resources

• Without My Consent: withoutmyconsent.org
• Cyber Civil Rights Initiative: cybercivilrights.org
• “What to do if your privacy has been violated:” amyhasinoff.wordpress.

com/privacy-violations

Notes

 1. In one study (Englander, 2012), 92% of un-coerced 18-year-old sexters reported that sex-
ting caused them no problems, including from unauthorized distribution.

 2. In this chapter, the phrase image-based sexual abuse (McGlynn & Rackley, 2016) refers to 
a broad range of harms including privacy violations, harassment, coercion, and threats that 
involve sexual images while sexual privacy violations refers specifically to the distribution of 
private images without permission.

 3. Others stress performers’ agency within cultural and economic systems they do not control 
(Taormino et al., 2013).

 4. In the US, federal communications policy usually prevents platforms from being held legal-
ly responsible for the content their users post unless they have been notified that it violates 
copyright or child pornography laws.

 5. Meaningful consent is contextual and may be invalidated by abuse of power, intoxication, 
badgering, or coercion. 
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